
The Cyber Check.Me guide on how to simplify managing  

your passwords so you don’t have to remember them all.

Rule with one strong password!

Password Management Tools
• LASTPASS

• DASHLANE

• KEEPASS

• ROBOFORM

How Does A Password 
Manager Work?
A password manager is an 
application that is used to 
store and manage passwords.

Password managers store the 
passwords in an encrypted 
format and provide secure 
access to all the password 
information.

The user only has to create 
and remember one complex, 
master password for logging 
onto the password manager.

Passwords are important  
to protecting your personal and 
sensitive business information

• Passwords should be complex with 
a mix of upper, lowercase letters, 
numbers and symbols with a minimum 
of 12 characters

• Your passwords should be different for 
everything you log onto

• A password manager allows you to 
organise your passwords without 
having to remember them all



Here is an example of how a password  
manager such as LastPass works:

Rule with one password!

<
Your master password is a key  
that is never shared with LastPass. 
Your data stays accessible only 
to you.

>
Create an account with your 
email address and a strong 
master password. PBKDF2 

hashing prevents your password 
from ever being shared with us, 

keeping it secure.

<
LastPass can never 
access your master 
password. <

See all your accounts and passwords in one easy-to-
use “vault”. LastPass syncs automatically, so you’re 
always up-to-date. Sensitive data is only encrypted 
and decrypted locally, with your key, which is never 
shared with LastPass. 256-bit AES encryption, one-
way salted hashes and PBKDF2 iterations ensure 
complete security with the power of syncing through 
the cloud.

<
Because LastPass remembers and fills in all of your 
usernames and passwords for you, you can finally use 
a strong, unique password for each online account. 
LastPass does the work for you.

<
Recommended by industry experts, 
multifactor authentication adds 
extra security by requiring a second 
login step when signing in to your 
account. 

YOUR MASTER PASSWORD

CREATE ACCOUNT

MULTIFACTOR
AUTHENTICATION

AUTOFILL

YOUR VAULT & ENCRYPTION

LASTPASS WORKS ON  
ALL OF YOUR DEVICES!

LastPass is trusted by over 8 million  
users and 18,000 businesses worldwide.

>
LastPass ensures you’ll have all of your passwords, 

everywhere you need them, at any time. LastPass 
makes it so you won’t have to remember passwords, 

but you can also trust that your logins will be there 
when you need them.
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